NMHOOPMALMOHHAA NMAMATKA
AnsA ObYYAIOLWKUXCA

C KaXAbIM T'OI0M MOJIOAEKHU B MHTEPHETE CTAaHOBUTHCS OOJIbLIE, @ NIKOJIBHUKH OJHU W3
CaMbIX aKTUBHBIX IIOib30Barened Pynera. Mexay TeMm, NIOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpoOJIeMbl. JTa MaMsATKa JOJKHA IMOMOYh TeOe 0e30MmacHo
HaXOJUTHCSI B CETH.

KomnbloTepHbie BUPYChI

KoMIploTepHslii BUPYC - 3TO pa3HOBUIHOCTH KOMIIBIOTEPHBIX NPOTrpaMM, OTINYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBIIIETCSI CIIOCOOHOCTH K pa3MHOXKEHMIO. B JomosHeHne kK 3ToMy,
BUPYCHI MOT'YT MTOBPEIAUTH WJIM OJHOCTHIO YHUUTOXKHTD Bce (paidiibl U JaHHbIE, TOAKOHTPOJIbHbIE
NI0JIb30BATENI0, OT UMEHH KOTOPOTo ObUIA 3allyllieHa 3apaKeHHas IporpaMma, a TaKkKe OBPEIUTh
WIN J1aKe YHUYTOXKUTH OINEPAIMOHHYIO CUCTEMY cO BceMH (paiimamu B 1enom. B GonbmmHcTBE
CJIy4aeB PacIpOCTPAHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

Meroas! 32Tl OT BPEJOHOCHBIX IIPOIPAMM:

1. HMcnonb3yil COBpEMEHHBIE OIEPALMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HbI YPOBEHb
3allUTELI OT BPEIOHOCHBIX IIPOTPaMM;

2. IlocTostHHO ycTraHaBnauBai mauth (IUGPOBBIC 3aIIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C IIEITBIO TOPAOOTKH MPOrpaMMBbl) U Ipyrue 0OHOBIICHUS CBOCH ONEepallnOHHOM
cucteMbl. CkaunBail UX TOJIBKO ¢ oduimanpHoro caira paspadorunka OC. Eciu cymectByer
pPEXHM aBTOMATHYECKOTO OOHOBJICHHUS, BKIIFOUH €T0;

3. Pabotaii Ha cCBOEM KOMIIBIOTEPE TOJ] MPaBaMH MOJb30BaTENIs, a HE aAMUHUCTpATOPa. ITO
HE TI03BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HHCTAITUPOBATHCS Ha TBOEM ITEPCOHAIBHOM
KOMIIBIOTEPE;

4. Wcnonp3yil aHTUBHUPYCHBIE IPOrPaMMHBIE IPOAYKTHI M3BECTHBIX IPOU3BOJIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp puU3HUECKUI JOCTYI K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIHII,

6. Mcnonp3yii BHENTHWE HOCUTETW MH(OpMaNnu, Takue Kak ¢Jemka, JUCK win Gaiia u3
HWHTCPHCTA, TOJIBKO U3 NPOBCPCHHBIX NCTOYHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIE (haIIbI, OTYUYCHHBIC U3 HEHAJC)KHBIX HCTOYHUKOB. Jlake
Te (paiibl, KOTOpPBIE MPUCIIAN TBOM 3HAKOMBIN. JIyyllie yTouHH y HEro, OTHPABIISLII JIU OH TeOe HX.

Cetun WI-FI

Wi-Fi - 370 He BuJ nepenavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIb OpeH 1, mapka. Eie B
1991 romy Hmumepnanjackas kommaHus 3apeructpuponaia opera "WECA", uyro o6o3Havaiio
cioBocouetanue "Wireless Fidelity", koTopsrii mepeBoauTcst Kak "GecripoBOAHAs TOUHOCTB'.

Jlo Hamiero BpeMeHHU Joluia apyras abOpeBuaTypa, KOTopas SIBISETCS TaKoW ke
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTAHAAPT
BhICHICH 3ByKkoBOM TexHukn Hi-Fi, uTo B mepeBoie 03HauaeT "BrICOKast TOUHOCTH".

Jla, OecrulaTHBI HMHTEPHET-IOCTYH B Kade, OTeNnsX M a’dponoprax SBISETCS OTIMYHON
BO3MOXXHOCTBIO BBIXOJ1a B MHTepHET. HO MHOTHE SKCIIEPTHI CUUTAIOT, YTO 00menocTynHbie Wi-Fi



CETH HE ABJISKOTCS 6€3OHaCHBIMI/I.
CoBeTslI 110 6€30MmacHOCTH paboTHI B 00MIe0CTYTHBIX ceTssx Wi-fi:

1. He nepenagaii cBoro muuHyto nHpopmanuio yepe3 oomenoctynusie Wi-Fi cetu. PaboTas
B HHX, J)K€JIaTeIbHO HEe BBOJUTH IIAPOJIN JOCTYIA, JJOTHHBI  KaKHe-TO HOMepa,

2. Ucnonp3yih 1 OOHOBISH aHTUBHUPYCHBIE MPOrpaMMbl U OpaHamayep. Tem cambIM TbI
obe3omacuib ceOst OT 3aKa4YKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonp3oBannmu Wi-Fi ortkmioun ¢ynkmuio "OOmmit poctyn k ¢aiiam u
npuHTepam". JlanHas (yHKOMS 3aKpeiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOPBIC ITOJIH30BATEIN
AaKTUBUPYIOT €€ JUIsl y100CTBa MCIONIb30BaHus B pabote uiu yyeoe;

4. He ucnionb3yii myoauaasiid WI-FI ny1s mepenaym mTudHBIX TaHHBIX, HATPUMED I BBIXO/a
B COIIMAIbHBIE CETU WJIU B AJIEKTPOHHYIO MOYTY;

5. Ucnonp3yii TostbKo 3amuineHnoe coequnenue uepes HTTPS, a e HTTP, 1.e. mpu Habope
BeO-apeca BBoAM uMeHHO "https://";

6. B moOunsHOM Tenedone otkmoun pynknuio "Tloakmouenue k Wi-Fi aBromatndecku".
He nomyckait aBToMaTn4eckoro MmoAKII0ueHHs yeTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

ConuanbHbIe CETH aKTUBHO BXOJST B HAIly JKU3Hb, MHOTHUE JIIOJM PaOOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apermcTpupoBaH MULTHAPI YEJIOBEK, YTO SBJISCTCS OIHOU
CEIbMON BCEX XHUTENEH IMIaHeThl. MHOTHE MOJB30BAaTeNH HE TMOHUMAIOT, YTO WHMOpMAIUS,
pa3MenicHHass UMU B COITMAIBHBIX CETSIX, MOXKET OBITh HalJIeHA M UCIOJb30BaHA KEM YTOJHO, B
TOM YHUCJIC HE 0053aTeNBHO ¢ OJIATMMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COIMAJIBHBIX CCTAX:

1. Orpanuyb ciucok apy3eil. Y Te0s B py3bsaxX He JOJKHO OBITh CIIyJaiiHbIX U HE3HAKOMBIX
b1 {001 (7

2. 3ammmail cBolo 4acTHYIO *ku3Hb. He yka3bIBail maposu, TenedoHsl, aapeca, 1aTy TBOETO
POXAEHUS U JAPYIYyIO JIMYHYI0 HH(OpManuio. 37I0yMBIIIJICHHUKH MOTYT HCHOJIb30BaTh JaXe
UH(POPMALIKIO O TOM, KaK Tl M TBOM POJUTENH IUIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3ammimaii CBOIO peIyTaIrIo - JEP>KU €€ B YUCTOTE U 3a/1aBaii ce0e BOMPOC: XOTEN ObI THI,
YTOOBI Jpyrue MOJb30BaTEIN BUACTH, 4TO THI 3arpyxaemb? Ilogymail, mpexiae yem 4TO-TO
OnyOIMKOBaTh, HAIUCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHILB C JIFOJBMH, KOTOPBIX HE 3HACIIB, HE UCIIOJIb3YH CBOE PEAIbHOE UMSI U
JPYTyIo JUYHYIO HH(OPMALMK: UMSI, MECTO KUTEJIbCTBA, MECTO y4eObl U MpOYEE;

5. U3Geraii pazmemienus ¢pororpaduii B MIHTEpHETE, TA€ THI H300paXeH HA MECTHOCTH, I10
KOTOPOH MOXKHO OTIPEJEIUTH TBOE MECTOIIOJIOKCHHE;

6. Ilpu peructpaiu B COIMAIBHON CETH HEOOXOAMMO HCIIONH30BATh CIOXKHBIC MApPOJIH,
cocrosmue u3 OykB v UG U C KOJIUYECTBOM 3HAKOB HE MEHee §;

7. s conuanbHOW CeTH, MOYTHI U JAPYTUX CAHTOB HEOOXOIMMO HCIOJIb30BATH PAa3HbIC



rnapoJiu. Tor;[a €Clin Te651 B3JIOMArOT, TO 3JIOYMBINUICHHUKHU ITOJYYAT JOCTYII TOJIBKO K OJHOMY
MECTy, a He BO BCE Cpasy.

ONEeKTPOHHbIEe AeHbIM

DONEeKTPOHHBIC JCHBIW - ATO OYEHb YJAOOHBIN CIOCOO TUIaTeXed, OJHAKO CYIIECTBYIOT
MOIIICHHHUKU, KOTOpBIe XOTAT HOJIy‘II/ITI: 9THU NCHBI'U.

BJ'ICKTpOHHBIe JCHBI'M TIOSABHJIMCh COBCEM HEAABHO M HMMCHHO H3-3a 5TOI'O BO MHOI'UX
rocyaapCTBax A0 CHUX IMOP HE NPOMHUCAHO PO HHUX B 3aKOHAX.

B Poccun xe oHU QYHKIIMOHUPYIOT U O HUX Y€ MPOIUCAHO B 3aKOHE, TJ€ UX Pa3elisioT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE AHOHMMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOpBIX pa3peliaercss MPOBOAUTH omnepauuu 0e3 HAeHTU(UKAIMKU TOJb30BaTeNsd, a B
HEaHOHUMHBIX UACHTU(DUKAIUS TOTH30BATENS ABISETCS 005S3aTeIHHOM.

Taxke crnenyer pa3nuyarh SJIEKTPOHHBbIE (PHUATHBIE IEHBIU (PaBHBI T'OCYJAPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYJApPCTBEHHBIM BAJIOTaM).

OcHoOBHBIE COBETHI 110 0€30MacHOM paboTe C IMEKTPOHHBIMU J€HbIAMU:

1. IlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yJOOHBIH M OBICTPHINA CIIOCOO
BOCCTAHOBUTh JOCTyHn K cdyery. llpuBsi3anHbId TenedoH TOMOXKET, ecilu 3a0yaemb CBOU
IJIATEKHBIN [1apOJIb UIIU 3alIe1Ib HA CAalT C HE3HAKOMOI'O YCTPOMCTBA;

2. Vcnone3yii ogHOpasoBbie napodu. [lociie mepexoia Ha yCHICHHYIO aBTOpU3AIUIO TeOe
yKe He OyIeT yrpoKaTh OMAaCHOCTh KPAXKU WM TIepexBaTa IUIATEKHOTO apois;

3. BeiGepu cnoxxsbIl maponb. [IpectynmHukamM OyaeT He TPOCTO yrajaaTh CIOKHBIA MapoJb.
HanexxHble maponu - 3TO mapoiu, KOTOPhIE coAepKaT He MEHee § 3HAKOB U BKIIFOYAIOT B ceOs
CTPOYHBIE U MPOMHUCHBIE OYKBBI, U PHI U HECKOJIIBKO CUMBOJIOB, TaKHE KaK 3HaK JoJuiapa, QyHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE TAHHBIE HA CalTaX, KOTOPHIM HE JOBEPSCIIIb.
ANeKTpOoHHas no4Tta

DNeKTpOHHAs MOYTa - ATO TEXHOJOTHS W MPEJOCTABISIEMBIC €0 YCIYTH MO0 TIEPECHUIKE U
MOJTYYEHHUIO JJICKTPOHHBIX COOOIIEHUI, KOTOpPBHIE PaCHpEACNIIOTCS B KOMIBIOTEPHOH CETH.
OO0BI4HO BJIEKTPOHHBIN IIOYTOBBII SITITUK BEITII AT CIEAYIOIIUM obpazoM:
UMs_TIONB30BaTENA(@HUMs_TOMEHa. Takke KpoMmMe TepeJayd TPOCTOro TEKCTa, HMEeTCs
BO3MOJKHOCTH TIepe/1aBaTh (haubl.

OcHOBHBIE COBETHI 110 6€3011acHOM paboTe C INEKTPOHHOM MOUTOM:

1. Hamo BeIOpaTh mpaBUIIBHBIN MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrPOMHBINA BBEIOOP
6GCHJIaTHBIX IMOYTOBBIX CCPBHUCOB, OJHAKO JIYy4dIIC HOBCPATH TCM, KOT'O 3HACHIbL U KTO HepBBIfI B
peuTHHTE;

2. He yka3pIBail B nuU4HOM mouTe JM4HYI uH(popmanuio. Hampumep, sydrie BbIOpaTh
"My3bIKaNIbHBIN (haHaT@" wim "pok2013" Bmecto "Temal3";

3. Mcnionp3yii IByX3TaHYIO aBTOPU3ALIMIO. DTO KOI'/1a IOMUMO MapoJis HY>KHO BBOJUTH KOJ,
npuchUIaeMbii 1o SMS;



4. BoiOepu cioxHBIA Taponb. IS KakIOro MOYTOBOTO SIIMKA JOJDKEH OBITh CBOM
HaJIe’KHbIMA, YCTOMYMBBIN K B3JIOMY MapOJIb;

5. Ecimm ecTb BO3MOXKHOCTB HAlMCaTb CaMOMY CBOM JIMYHBIA BOIIPOC, HUCIOIB3YH 3Ty
BO3MO>KHOCTB;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIUMKOB. IlepBbI a1 4acTHOM HEPENUCKH C
azpecaTamMM, KOTOPBIM Tbl JOBEpsACHIb. JTO 3JEKTPOHHBIM aIpec HE HAI0 MCIIONb30BaTh IPU
perucTpanuu Ha popymax U cauTax;

7. He oTkpbIBaii (aitipl U Ipyrye BIOKCHHUS B MHUChMaX, Ta)Ke €CJIU OHU MPHUIILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiibr;

8. ITocne okoHYaHust pabOTHI Ha TOYTOBOM CEPBHCE MEPE] 3aKPHITHEM BKJIAJIKH C CAHTOM HE
3a0yap HaxaTh Ha "Beriitu".

KnbepObynnuHr unu sBuptyanbHoe usgeBatenbCTBO

KubepOynnuHr - npecieqoBaHue COOOLICHUSIMHU, COEPKAIUMHU OCKOPOJICHHSI, arpecculo,
3aIlyTMBaHKE; XYJIUTAHCTBO; COIMAIbHOE OOWKOTHPOBAHME C TOMOIIBIO PAa3IMYHBIX MHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO O0PHOE C KHOEPOYILITUHTOM:

1. He Opocaiicst B 60ii. JIyurmmii crmoco0: mocoBeTOBAThCS KaK ce0sl BECTH U, €CJIH HET TOTO,
K KOMY MOXHO OOpaTUThCS, TO BHayalle YCHOKOUThCS. Ecim Tl HayHemb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €1lie OOJIbIIe Pa30XiKellb KOH(IUKT;

2. YrpaBnsii cBoel KubeppenyTammei;

3. AHoHuMHOCTH B ceTd MHHUMas. CyIIeCTBYIOT CHOCOObI BBISICHHTb, KTO CTOHMT 3a
QHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIUTraHCKUI 00pa3 BUPTYyanbHOH skxu3HU. THTEpHET PUKCcHpyeT Bce TBOU
JEHCTBUSI I COXPAHSIET MX. Y JAIUTh UX OYyJEeT KpaiiHe 3aTpyIHHUTEIBHO;

5. CoGurosaii CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit equHn4HbIA HeraTuB. OIHOpPA30BBIE OCKOPOUTEIBHBIC COOOIIECHHUS JTydIle
UTHOpUpOBaTh. OOBIYHO arpeccHs MpeKpallaeTcs Ha Ha4yaJIbHOM CTa/lny;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMH, B COIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKHPOBKHU OTIIPABKH COOOIICHUN C ONIPEICTICHHBIX aIPECOB;

8. Ecmu Te cBuumerens kuOepOymmnra. TBow JeHCTBHs: BBICTYIUTh IIPOTHUB
npecienoBaTeis, MokKa3arb €My, Y4TO €ro JACHCTBUS OLEHWBAIOTCS HEraTHUBHO, IMOJAEpP>KaTh
KEPTBY, KOTOPOI HYKHA TICUXOJIOTMUYECKask IOMOIIb, COOOIIUTh B3POCIBIM O (DaKTe arpecCUBHOTO
MOBEJICHUS B CETH.

Mo6unbHbIN TenedoH
CoBpemeHHbIe cMapT(OHBI U TUIAHIIETHI COJEPXKAT B ceOe BIIOJIHE B3POCIBIN (PyHKIIMOHAT,

U Tenepb OHM MOTYT KOHKYPHpPOBAaTh CO CTAallMOHApHBIMHU KoMIbioTepamu. OIHAKO, CpelicTB
3aIUTHI AJIs TOJOOHBIX YCTPOMCTB IMOKa OYeHb Majio. TecTupoBaHUe v TOUCK YSI3BUMOCTEH B HUX



MPOUCXOUT HE TaK MHTEHCUBHO, Kak Jitst [1K, To sxe camoe kacaercss 1 MOOMITBHBIX MPHIIOKCHH.

CoBpeMeHHBIE MOOMIIbHBIE Opay3epbl yXKe MPaKTHYECKH JOTHAIM HACTOJLHBIC aHAJIOTH,
OJIHAKO pacmupeHue (yHKIMOHANA BIEYeT 3a CcOOOW OOJIBIIYI0 CIOXHOCTh M MEHBIIYIO
3alIMIICHHOCTb.

Jlanmeko He BCEe MPOM3BOAMTENU BBITYCKAIOT OOHOBICHUS, 3aKPBIBAIOIINE KPUTHYCCKHE
YSI3BUMOCTH JIJIsl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI 17151 0€30IaCHOCTH MOOHMIIBHOTO TenedoHa:

Huuero He sBnsgercss mo-HacrosimeMmy OecriaTHeIM. bynb octopokeH, Benp kornpa Tebe
npeiaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

Hymaii, mpexae yem oTnpaBuTh SMS, dhoTto wim Buaeo. Thl TOUHO 3HAEIIb, TJIE OHU OyIyT
B KOHEYHOM UTOTrEe?

Heo6xoaumMo 0OHOBIATE OMEpallMOHHYIO CUCTEMY TBOETO cMapTQoOHa;
Vcnionb3yit aHTUBUPYCHBIE IPOTPAMMBI JIs1 MOOMITBHBIX TeIe(hOHOB;

He 3arpyxaii mpuioxeHHs: OT HEU3BECTHOTO HCTOYHMKA, BEb OHHU MOTYT COJEP)KaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecIieYeHue;

[Tocne Toro Kak ThI BBIMACIIL C CaiTa, TJ€ BBOAWJ JIMYHYIO HHGOPMAIHMIO, 3alad B
HacTpolku Opaysepa u ynanu cookies;

[lepuoanuecku npoBepsiid, Kakue MJIaTHbIE YCIYT'H aKTUBUPOBAaHbI Ha TBOEM HOMEDE;

JlaBaii cBOil HOMEp MOOMIIBHOTO TeneOHa TOJIBKO JIIOJSAM, KOTOPBIX Thl 3HACUIb U KOMY
JOBEpsICLIb;

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTJIa ThI UM HE TMOJb3yenibcs. He 3a0biBaii mHOTIA
IIPOBEPSATH 3TO.

Online urpbl

CoBpeMeHHbIE OHJIAHH-UTPBl - O3TO KPAcOUYHbIE, 3aXBaThIBAIOLIME PA3BICUYCHMUS,
00BEIMHSAIONINE COTHU THICSY YEJIOBEK MO BceMy MHUpY. MIpOKM MCCIEAyIOT AaHHBIH UM MUD,
o0WIatoTCs IPYT € APYTrOM, BBIIOJIHSAIOT 3aJaHUs, CPAKAIOTCA C MOHCTPAMHU U MOJIYyYaroT OMBIT. 3a
yJIOBOJIBCTBHE OHM IUIATST: TOKYMAIOT IUCK, OIUIAYMBAIOT A0OHEMEHT WJIM MPHUOOPETAIOT KaKue-
TO OIILIHH.

Bce aTu cpeacTa uayT Ha mojaepKaHNe U pa3BUTHE UTPHIL, a TAK)XKE HAa caMy 0e301acHOCTb:
COBEPILEHCTBYIOTCSI CUCTEMBI aBTOPU3ALMH, BBIITYCKAIOTCSI HOBbIE MaT4yM (LU(POBBIE 3aMIaTKU
JUIsl IPOTPAMM), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX HUrpax CTOUT OIacaTbCs HE CTOJIBKO CBOMX COIIEPHHUKOB, CKOJIBKO Kpa>Xu TBOCT'O
apoJist, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3aAllUU OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI IO O€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecu npyroii UTpok BeAeT ceOsl MII0X0 MK co37aeT Tede HeNpUsTHOCTH, 3a0JIOKUPYI €ro
B CIIUCKE UTPOKOB;



2. Ioxanyiics alMUHUCTPATOPaM UIPhl Ha IJI0XO€ MOBEJEHUE ITOTO UTPOKA, KEJIATEIHHO
HPUIIOKUTH KaKHEe-TO 1I0Ka3aTeIbCTBA B BUJIE CKPHUHOB;

3. He yka3piBaii TMuHYI0 HHPOPMALIKIO B Ipodaiise Uurpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(uManbHbIE TATYH U MOJIBL;

6. Mcnonb3yi C0o>XKHBIE ¥ pa3HbIE MAPOIIH;

7. Jlaxxe BO BpeMsl WUIPbl HE CTOMT OTKIKOYaTh aHTUBHMpYC. Iloka Tel Hrpaems, TBOM
KOMIIBIOTEP MOTYT 3apa3UTh.

PULWINHT Unun KpaXxa JINYHbIX AaHHbIX

OOBIUHOM Kpaxell IeHeT U JOKYMEHTOB CETO/IHSI YK€ HUKOTO HE YAMBUIIb, HO C PA3BUTHEM
HHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMI>ILHJIGHHI/IKI/I HepeMGCTI/I.HI/ICB B I/IHTepHeT, nu HpO,Z[O.H)KaIOT
3aHUMATHECS ""MIOOUMBIM" HEJIOM.

Tak mosiBHUJIaCh HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WJIM (DUILUHT, TJIaBHAS LEJb
KOTOPOTO COCTOMT B IOJYYCHUH KOH(HUICHIMAIBHBIX JAHHBIX II0JIb30BATENCH - JIOTMHOB
naposieii. Ha anrnmiickom si3pike phishing untaercs kak ¢guumunr (ot fishing - peiOHas noBs,
password - mapois).

OcHOBHBIE COBETHI O 60PHOE ¢ (PUIIMHTOM:

1. Cnenu 3a cBOMM akKayHTOM. Eciu ThI o103peBactiib, 4TO TBOSI aHKETa Oblila B3JIOMaHa,
TO HEOOXOIMMO 3a0JIOKMPOBATH €€ U COOOIINTh aAMUHUCTPATOPaM pecypca 00 3TOM KaKk MOKHO
CKopee;

2. Wcnonw3yit Ge3omacHble BeO-CaliThl, B TOM YHCIIE, HHTEPHET-MAara3uHOB U MOWCKOBBIX
CHUCTEM;

3. Ucnonw3yii cinoxHble W pa3Hble maponu. Takum oOpazom, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH NOJIYYaT AOCTYH TOJIBKO K OJHOMY TBOEMY NPO(UIIO B CETH, @ HE KO BCEM;

4. Ecnu Te0s B370MaNd, TO HEOOXOIUMO MPEIYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBJICHBI Y T€OS B IPY3bAX, O TOM, YTO T€Os B3JIIOMaIHM W, BO3MOXKHO, OT TBOET0 UMEHHU OyIeT
pacchlUIaThCsl ClIaM U CCHUIKHM Ha (DPUIIMHTOBBIC CANUTHI;

5. YcranoBu HanexHbI maposb (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKIIIOYHM cOXpaHEHUE maposis B Opaysepe;

7. He oTkpbIBaii (aitipl U Ipyryue BIOKCHHUS B MHUChMaX, Ta)Ke €CJIU OHU MPHUIILIA OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTHPABIISUIN JTU OHU TeOe AT (aiiiibl.

Lucdposas penyrauus

[Mudposas penyraiust - 3TO HeraTUBHAs WM MO3WTHBHas MH(OpMAIMs B ceTH O Tebe.
Komnpomerupyromas nHpopmanus, pasMeleHHas B MHTEPHETE, MOXKET CEPbE3HbIM 00pa3zoM
OTpa3suThcAd Ha TBOEH peanbHON ku3HU. "Lludposas penyranus” - 370 TBOH HUMHUIK, KOTOPBIHA
dbopmupyeTcst u3 HHGOpMaIUK O TeOe B MHTEPHETE.



TBoe MecTo KUTEIbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHHUE, OCOOCHHOCTH XapakTepa 1
pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue MmoJIpOCTKH JIETKOMBICIEHHO OTHOCSTCS K IyOJMKAalMM JUYHOW MH(pOpMaluu B
WuTepHeTe, He MOHUMAas BO3MOXKHBIX ITOCIENCTBHN. ThI 1ake HE CMOXKEIIb JOTaaThCcs O TOM, YTO
¢dororpadus, pazMerieHHas 5 1eT Ha3aj, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapum, pazmenienne TBoux (ororpaduii u Apyrue AHCTBUS MOTYT HE HCUE3HYTh
Jla’ke TI0CJIe TOTO, KaK Thl UX YAaIHIIb. Thl HE 3HACIIb, KTO COXPaHUJ 3Ty UH(OPMAIIHIO, IToTaja
JU OHA B IMOMCKOBBIE CHCTEMBbl M COXpaHHWJIACh JIM OHA, a IJIaBHOE: YTO MOAYMArT o Tebe
OKpY’KaloIIMe JIOAHM, KOTOpbIe HAaAyT u yBUAAT 3T0. HaiiT mH(OpMaIuio MHOTO JIeT CrycTs
CMOKET JII0001 - Kak U3 JOOpbIX MOOYKIEHHI, TaK U C HAMEPEHUEM IPUYUHUTH Bpea. ITO MOKET
OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3alTUTE ITU(POBOI peIyTaIuu:

1. Ilogymaii, mpexzae 4eM 4TO-TO MyOJMKOBaTh M IeperaBaTh y ceOs B Onore wiu B
COIIMATLHOM CETH,

2. B nacrpoiikax nmpo@uis yCTaHOBM OTPAaHWYEHHUS HA MPOCMOTP TBOETO MPOQHIISL U €ro
COAEPKUMOTO, CIIeTal ero ToJIbKO "miis npy3ei”;

3. He pa3meniaii u He yka3biBail HH(POPMAIUIO, KOTOPast MOXKET KOT0-THO0 OCKOPOIISATH UITH
00MXaTh.

ABTOpCKOe npaBo

CoBpeMeHHBIE MIKOJIBHUKH - aKTUBHBIC TTOJIB30BaTeN U(PPOBOTO MpocTpaHcTBa. OqHAKO
JIaJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHWE MHOTMMHU BO3MOXKHOCTSIMH IIM(POBOTO MHpa Tpedyer
coOJTI0ICHHSI TIPAaB HA MHTEIICKTYAIbHYIO COOCTBEHHOCTb.

Tepmun "HHTENIEKTyanbHass COOCTBEHHOCTb' OTHOCHUTCS K pPAa3IMYHBIM TBOPEHUSIM
YEJIOBEUECKOro yMa, HauMHasi ¢ HOBBIX M300pPETEHUI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TPOAYKTHl W YCIyrdM, W 3aKaH4yMBas KHUTamu, ¢ororpadpusamu, KUHOPUIBMAMU H
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHME TIpaBa - ATO MpaBa HA WHTEIICKTYAJIbHYIO COOCTBEHHOCTh Ha MPOU3BEICHUS
HAyKH, JINTEPATYPbI U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAYECTBE TapaHTUH TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa HE OyIeT HampacHbIM, JACT €My CIpaBeAUBbIC
BO3MOXHOCTH 3apa0o0TaTh Ha pe3yibTaTax CBOErO TPYy[Ja, MOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 paspernieHust aBTopa HeE MOKET BOCIPOM3BOIUTH €0 POU3BEACHUE, PACTIPOCTPAHSTh,
nyOJIMYHO JI€MOHCTPUPOBATh, IPOAABATH, HMMIIOPTHPOBATh, IyCKaTb B IPOKAT, MyOIMYHO
UCTIOJIHATS, IOKA3bIBATh/UCIIOIHATH B AHpe WK pa3memiaTts B IHTepHeTe.

Hcnonw3oBanne "mupaTckoro” MporpaMMHOTO 00€CIeueHUsT MOXKET MPUBECTH K MHOTHUM
pUCKaM: OT MOTEpH JAHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOWMCTBA, T
yCTaHOBJIEHA HellerajibHas nporpamma. He cTouT Takxke 3a0bpIBaTh, YTO CYIIECTBYIOT JIETajbHbIE
U OecriaTHBIE IPOrPaMMBbl, KOTOPBIE MOXKHO HAWTH B CETH.

O nopTane

CeteBnuOK.p¢ - TBOH INIaBHBIN COBETUUK B CETH. 371€Ch Tl MOKEIIb Y3HATh O 0€30M1aCHOCTH
B CETH IOHATHBIM W JOCTYIHBIM S3BIKOM, @ IPH BO3HMKHOBEHHH KPUTHYECKOM CUTyalluu



00paTUTHCS 32 COBETOM. A TaKKe MPUHATH ydacTHe B KOHKYPCAaX W CTaTh CaMbIM IU(PPOBBIM
rpak iaHuHOM !
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